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Table 1
	Mandatory Core Offence legislation



	Number
	Subject Name
	Aim
	Indicative intended Learning Outcomes- by the end of each learning activity the student will be able to:


	1.1
	Fraud Act 2006
	Identify, explain and demonstrate practical knowledge/use of the 2006 Act and its impact on the criminal law relating to fraud.
	· List the three ways in which fraud may be committed under the Fraud Act 2006 

· Explain what is meant by dishonest intent 

· Explain the terms “gain” and “loss” within the Act 

· Give examples of articles for use in fraud 

· To identify the offence of obtaining services dishonestly

· Define what might constitute carrying on a fraudulent business under section 9 of the 2006 Act.

	1.2
	Money Laundering Regulations 2003 and 2007.
	To provide an understanding of the requirements of the Money laundering Regulations 2003 and 2007
	· Demonstrate an understanding of Money Laundering and the associated legislation

· Explain and demonstrate the use of the Money Laundering Regulations 2003 and 2007 

· Show an understanding of the role of the UKFIU and the reporting regimes

	1.3
	Proceeds of Crime Act 2002
	To provide an understanding of the requirements of the Proceeds of Crime Act 2002.
	· Recognise investigative and intelligence tools available to intelligence officers under the Proceeds of Crime Act 2002 

· Recognise the main concepts behind confiscation and money laundering 

· Define what constitutes ‘proceeds of crime’ as defined in POCA 2002

· Explain the concept of ‘tipping off’


Table 2
	Mandatory Core Procedural legislation

	Number
	Subject Name
	Aim
	Indicative intended Learning Outcomes -by the end of each learning activity the student will be able to;

	2.1
	Criminal Procedures and Investigations Act 1996
	To provide knowledge of the legislative and procedural requirements governing the disclosure of unused material in criminal prosecutions.
	· Identify the principal legislation governing disclosure 

· Explain the terms “undermine the prosecution” and “assist the accused” within the terms of CPIA 1996 

· Define the roles played by the investigating officer, the officer in charge, the disclosure officer and the prosecutor 

· Distinguish between sensitive and non-sensitive material 

· Practice the completion any relevant forms and schedules
· Explore how to Manage Digital Material
· Understand the use of Disclosure Management Documents

	2.2
	Regulation of Investigatory Powers Act 2000
	To provide an understanding of the requirements of the Regulation of Investigatory Powers Act 2000.
	· Demonstrate knowledge and an understanding of the activities covered by the Regulation of Investigatory Powers Act 2000

· Explain the purpose of the Regulation of Investigatory Powers Act 2000 and who is charged to abide by it

· State when an authority for activity as defined under the Regulation of Investigatory Powers Act 2000 might be required 

· Define the term “confidential material” used in the Regulation of Investigatory Powers Act 2000

	2.3
	Investigatory Powers Act 2016
	To provide an understanding of the requirements of the Investigatory Powers Act 2016.
	· Understand the concept of Lawful interception of communications 

· Demonstrate knowledge of the authorisation process for obtaining communications data

· Explain the retention of communications data requirements

	2.4
	Anti Terrorism, Crime and Security Act 2006
	To provide an understanding of the Anti Terrorism, Crime and Security Act 2006
	· Demonstrate and understanding of the Anti Terrorism, Crime and Security Act 2006
· Recognise the relevance of the Anti Terrorism, Crime and Security Act 2006 in relation to intelligence activities and the sharing of information

	2.5
	Health and Safety at Work Act 1974
	To provide an understanding of the Health and Safety at Work Act 1974
	· Demonstrate an understanding of the Health and Safety at Work Act 1974

· Identify how it impacts on intelligence activities with specific reference to associated risk


Table 3

	 Mandatory Core Background subject areas 

	Number 
	Subject Name
	Aim
	Indicative intended Learning Outcomes -by the end of each learning activity the student will be able to;

	3.1
	Human Rights Act 1998
	To provide an overview of the legislation and recognise how the Act may impact on an intelligence officer’s work.
	· Explain key Articles of the European Convention on Human Rights 

· State and explain each key Article of the Human Rights Act 1998 

· Recognise the impact these Articles may have on an intelligence officer’s role 

· Describe the core principles and features of the Human Rights Act 1998 

· State ways in which Human Rights as defined in the 1998 Act may relate to equality and diversity issues

	3.2
	Data Protection Act 1998
	To provide an understanding of the Data Protection Act 1998.
	· Define the term ‘personal data’ 

· Be able to list the eight Data Protection Principles 

· State how the eight data principles might have an impact on an intelligence officer 

· Describe procedures necessary to process data legally

· Recognise and deal with straightforward data subject access enquiries 

· Identify the powers held by the Information Commissioner and procedures for notification 

· Describe methods for dealing with complaints made under the Data Protection Act

	3.3
	Freedom of Information Act 2000
	To provide an understanding of the Freedom of Information Act 2000 and how to apply its principles.
	· Describe the structure and core provisions of the Freedom of Information Act 2000 

· Identify the key issues in handling requests made for the provision of information under the 2000 Act 

· Follow set procedures for dealing with complaints made under the 2000 Act 

· Provide a detailed explanation of each exemption 

· Explain the ways in which the 2000 Act relates to other legislation

	3.4
	Courtroom Procedures, Skills and Rules of Evidence
	To provide an understanding of the court systems in the UK and the rules of evidence


	· Recognise the different types of court in the UK 

· Explain how a court of law works 

· Describe the judicial process and the roles played by different parties 

· Describe the range of offences dealt with by the courts 

· Demonstrate the procedure for taking the oath or affirmation 

· Describe the layout of a typical court 

· Discuss the ethical and professional issues in relation to the giving of evidence 

· Display appropriate and professional courtroom behaviours

· Describe the different types of evidence and their admissibility

	3.5
	Risk Assessment
	To provide an understanding of the legal requirements relating to the identification and management of risk
	· Understand the risk assessment process

· Understand how risk assessment impacts on operational intelligence activity

· Demonstrate completion of a risk assessment relevant to operational and/or other intelligence activity

	3.6
	Case Law- Applicable to Role and Offences
	To provide an understanding of how case law can impact on intelligence processes and activities
	· Understand which case law specifically impacts on aspects of intelligence work

· Apply the processes developed to take account of any applicable case law


Table 4
	Mandatory Core General Intelligence Gathering & Prosecution Principles  

	Number 
	Subject Name
	Aim
	Indicative intended Learning Outcomes -by the end of each learning activity the student will be able to;

	4.1
	Identification, Acquisition and Exploitation of Communications Data
	To provide an understanding of the legal requirements and processes involved in identifying, acquiring and exploiting communications data
	· Recognise communications data that may have an impact upon intelligence casework

· Understand the legal and procedural requirements in order to access data

· Interpret and analyse the data

	4.2
	Surveillance and Surveillance Applications
	To provide an understanding of relevant Law and authorisation processes involved in surveillance and the skills necessary to carry out surveillance activity
	· Demonstrate awareness of risks surrounding the use of surveillance and when it is appropriate to use it for intelligence gathering. 

· Demonstrate an understanding of the processes and authorities required for covert surveillance

· Recognise the circumstances in which surveillance authority is required by law

· Carry out effective surveillance activity using appropriate tradecraft

· 

	4.3
	Case Handling
	To provide and understanding of how to recognise the different stages of an intelligence case and the need to record, organise and retain all relevant material
	· Apply the intelligence cycle in a case handling context

· State the importance of recording case decisions and the rationale behind those decisions

· Organise, record and manage casework and all material generated in accordance with legal and other considerations

	4.4
	Record Keeping; Note Taking and Original Notes
	To provide an understanding of the purpose and objective of note taking and to enable students to take effective notes and know what should and should not be included within those notes.
	· Apply best practice for note taking during intelligence case building

· To take contemporaneous notes 

· State rules and best practice governing note taking and record keeping 

· Describe court procedure and disclosure issues in respect of notes and records 

· Recognise the appropriate methods of notes and records preservation

	4.5
	Preparation and Taking of Witness Statements
	To provide an understanding of the knowledge and skills needed to plan and write witness statements
	· Explain the purpose of a witness statement and how it is used

· Identify and explain the different types of witness statement

· Produce witness statements to the standards required by CPIA 1996.

· Understand CPS guidelines on obtaining telephone/remote statements


Table 5
	Mandatory Core Intelligence Skills

	Number
	Subject Name
	Aim
	Indicative intended Learning Outcomes -by the end of each learning activity the student will be able to;

	5.1
	The Intelligence Cycle
	To provide an understanding of the Intelligence Cycle and how it impacts on intelligence activity
	· Identify and explain the key elements and purpose of the intelligence cycle and the NIM
· Recognise how the intelligence cycle impacts on your organisation
· Demonstrate application of key elements of the Intelligence Cycle and where required, NIM

	5.2
	Intelligence Sources, Terms of reference and Types of Intelligence
	To provide an understanding of the wide range of sources available for exploitation, the categories into which the intelligence falls and Terms of Reference
	· Identify, understand and explain the different types of intelligence; operational, tactical and strategic
· Identify the range of sources of information both within and outside their organisation

· Understand what legal and other considerations must be taken when exploiting a source of information

· Identify and explain how to produce TORs and facilitate the understanding of stakeholders



	5.3
	Intelligence; Understanding and communicating fraud threats – Types of Fraud and Risk
	To provide an overview of the counter fraud landscape in the UK and the principle agencies involved, how they interact in terms of gathering and exchanging information and intelligence.
	· Explain how different types of fraud could affect their organisation and others and the role of Intelligence in preventing this

· Demonstrate a wide knowledge of fraud types and risk that affect their organisation

· Define the roles of agencies and organisations involved in counter fraud intelligence activities
· Describe the National Intelligence Model
· Demonstrate application of strategic intelligence to inform their organisations risk detection and prevention functions

· Identify, explain and demonstrate the use of appropriate technology to address key and emerging threats

	5.4
	Collecting information and developing intelligence
	To provide an understanding of the requirements of the collection and development of information and intelligence
	· Demonstrate how to use a range of sources to gather information and explain the relative strength of each type of source/method

· Explain and Demonstrate the ability to develop information and intelligence to close intelligence gaps and identify threats and trends

· Demonstrate knowledge of how to protect information using appropriate security classifications
· Demonstrate tasking other teams/people to develop relevant case building objectives

· Identify and explain how to identify when intelligence cases are not progressing as necessary and what action is required to continue successfully

· Explain collection plans for gathering intelligence

· Explain the difference between overt and covert intelligence and the relevant legislation that governs these methods



	5.5
	Recording Intelligence 
	To provide an understanding of intelligence management procedures, pathways and how they relate to the receipt and recording Intelligence Material
	· Define the type of intelligence product and its subsequent use

· Identify and explain who needs to be made aware of fraud risk and intelligence referrals inside and outside their organisation

· Adhere to procedures and legal requirements when receiving and recording intelligence, including any statutory pathways, secure gateways and public interest considerations

· Identify, explain and Demonstrate how to record intelligence securely, accurately and in a manner that enables analysis
· Demonstrate use of appropriate handling codes

· Demonstrate the use of risk assessment 

· Understand and explain how to manage bulk volumes of new information and make decisions about how to evaluate and input as intelligence

· 

	5.6
	Intelligence Products
	To Produce, summarise and report Intelligence Packages
	· Explain and demonstrate how to produce 

· Intelligence Summaries

· Intelligence Packages

· Demonstrate the ability to review and develop intelligence from various sources resulting in a valid foundation from which to start an investigation



	5.7
	Intelligence Products - Dissemination
	To provide an understanding of correct dissemination processes, decision making and pathways.
	· Demonstrate establishment of a network of contacts with whom to securely share areas of potential fraud and risk

· Explain the difference between intelligence and evidence
· Demonstrate how to sanitise intelligence for dissemination both inside and outside their organisation

· Demonstrate dissemination via legal gateways

· Demonstrate delivery of operational briefings using the appropriate briefing model
· Demonstrate the identification of restrictions to dissemination of intelligence depending upon the recipients

	5.8
	The use of Human Intelligence Sources
	To provide an understanding of the value and potential for exploitation of human intelligence and the relevant legal considerations.
	· Understand the importance of the use of human intelligence in an operational intelligence environment

· Explain source definitions, organisational policy and ‘Status Drift’ regarding human sources of intelligence
· Explain organisational processes for using covert human sources

· Understand the additional risks that are associated with the use of human intelligence

· Demonstrate understanding of how to report issues in the use of human sources of intelligence

· Understand the requirement for applications to use covert human sources of intelligence



	5.9
	Photography as an Intelligence Tool
	To provide an understanding of the value of photography in the intelligence environment
	· Operate camera equipment effectively

· Demonstrate the ability to take evidential photographic images including preserving the integrity of photographic material

· Demonstrate the ability to preserve the chain of evidence regarding photographic material

	5.10
	Analysis
	To provide an understanding of how to conduct financial and non-financial analysis  
	· Explain the meaning and purpose of ‘analysis’ within an intelligence context 

· Be aware of financial and non-financial methods of comparison available when comparing information 

· Demonstrate the process of weighing contradictory evidence 

· Use comparison methods to refine key issues and hypotheses 

· Demonstrate the ability to create innovative solutions to analytical problems
· Explain the techniques for presenting the result of analysis and how to evaluate the level of confidence in the analysis

· Explain how to draw inference from intelligence and recognise cognitive bias

	5.11
	Briefing & Debriefing 
	To provide and understanding of how to conduct an operational briefing and a post operation debrief to support organisational objectives
	· Understand the types of briefing, methods of delivering a successful de/briefing and the advantages and disadvantages of different methods

· Identify the factors that contribute to a successful briefing/debriefing 
· Demonstrate the delivery of briefings/debriefings 
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